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"Imagine trying to play defense in football without ever studying offense. Y ou would not know when arun
was coming, how to defend pass patterns, nor when to blitz. In computer systems, asin football, a defender
must be able to think like an attacker. | say it in my class every semester, you don't want to be the last person
to attack your own system--you should be the first.

"Theworld is quickly going online. While | caution against online voting, it is clear that online gaming is
taking the Internet by storm. In our new age where virtual items carry real dollar value, and fortunes are won
and lost over items that do not really exist, the new threats to the intrepid gamer are all too real. To protect
against these hazards, you must understand them, and this groundbreaking book is the only comprehensive
source of information on how to exploit computer games. Every White Hat should read it. It's their only hope
of staying only one step behind the bad guys.”

--Aviel D. Rubin, Ph.D.

Professor, Computer Science

Technical Director, Information Security Institute
Johns Hopkins University

"Everyone's talking about virtual worlds. But no one's talking about virtual-world security. Greg Hoglund
and Gary McGraw are the perfect pair to show just how vulnerable these online games can be."

--Cade Metz
Senior Editor
PC Magazine

"If we're going to improve our security practices, frank discussions like the onesin this book are the only
way forward. Or as the authors of this book might say, when you're facing off against Heinous Demons of
Insecurity, you need experienced companions, not to mention aVorpal Sword of Security Knowledge."

--Edward W. Felten, Ph.D.

Professor of Computer Science and Public Affairs
Director, Center for Information Technology Policy
Princeton University

"Historically, games have been used by warfighters to develop new capabilities and to hone existing skills--
especially in the Air Force. The authors turn this simple concept on itself, making games themselves the
subject and target of the 'hacking game," and along the way creating a masterly publication that is as
meaningful to the gamer asit isto the serious security system professional.

"Massively distributed systems will define the software field of play for at least the next quarter century.
Understanding how they work is important, but understanding how they can be manipulated is essential for
the security professional. This book provides the cornerstone for that knowledge."



--Daniel McGarvey
Chief, Information Protection Directorate
United Sates Air Force

"Like alot of kids, Gary and | came to computing (and later to computer security) through games. At first,
we were fascinated with playing games on our Apple][s, but then became bored with the few games we
could afford. We tried copying each other's games, but ran up against copy-protection schemes. So we set
out to understand those schemes and how they could be defeated. Pretty quickly, we realized that it was alot
more fun to disassemble and work around the protections in a game than it wasto play it.

"With the thriving economies of today's online games, people not only have the classic hacker's motivation
to understand and bypass the security of games, but also the criminal motivation of cold, hard cash. That's a
combination that's hard to stop. The first step, taken by this book, is revealing the techniques that are being
used today."

--Greg Morrisett, Ph.D.

Allen B. Cutting Professor of Computer Science
School of Engineering and Applied Sciences
Harvard University

"If you're playing online games today and you don't understand security, you're at areal disadvantage. If
you're designing the massive distributed systems of tomorrow and you don't learn from games, you're just
plain sunk."

--Brian Chess, Ph.D.
Founder/Chief Scientist, Fortify Software
Coauthor of Secure Programming with Static Analysis

"This book offers up afascinating tour of the battle for software security on awhole new front: attacking an
online game. Newcomers will find it incredibly eye opening and even veterans of the field will enjoy some
of the same old programming mistakes given brilliant new light in away that only massively-multiplayer-
supermega-blow-em-up games can deliver. woOt!"

--Pravir Chandra
Principal Consultant, Cigital
Coauthor of Network Security with OpenSSL

If you are agamer, a game devel oper, a software security professional, or an interested bystander, this book
exposes the inner workings of online-game security for all to see.

From the authors of the best-selling Exploiting Software, Exploiting Online Games takes afrank look at
controversial security issues surrounding MMORPGs, such as World of Warcraft™ and Second Life®. This
no-holds-barred book comes fully loaded with code examples, debuggers, bots, and hacks.

This book covers

- Why online games are a harbinger of software security issues to come
- How millions of gamers have created billion-dollar virtual economies
- How game companies invade personal privacy

- Why some gamers cheat

- Techniques for breaking online game security



- How to build a bot to play a game for you
- Methods for total conversion and advanced mods

Written by the world's foremost software security experts, this book takes a close look at security problems
associated with advanced, massively distributed software. With hundreds of thousands of interacting users,
today's online games are a bellwether of modern software. The kinds of attack and defense techniques
described in Exploiting Online Games are tomorrow's security techniques on display today.
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From reader reviews:
Rafael Arent:

Why don't make it to be your habit? Right now, try to prepare your time to do the important act, like looking
for your favorite guide and reading a e-book. Beside you can solve your condition; you can add your
knowledge by the guide entitled Exploiting Online Games: Cheating Massively Distributed Systems. Try to
the actual book Exploiting Online Games: Cheating Massively Distributed Systems as your buddy. It means
that it can to become your friend when you sense alone and beside that course make you smarter than in the
past. Yeah, it isvery fortuned in your case. The book makes you much more confidence because you can
know every thing by the book. So , let me make new experience as well as knowledge with this book.

Lisa Alaniz:

With other case, little persons like to read book Exploiting Online Games: Cheating Massively Distributed
Systems. Y ou can choose the best book if you like reading a book. So long as we know about how is
important some sort of book Exploiting Online Games. Cheating Massively Distributed Systems. Y ou can
add expertise and of course you can around the world by way of a book. Absolutely right, because from book
you can know everything! From your country till foreign or abroad you will end up known. About ssmple
point until wonderful thing you may know that. In this era, we can easily open abook or even searching by
internet device. It is called e-book. Y ou can utilize it when you feel uninterested to go to the library. Let's
read.

Erik Hilyard:

A lot of reserve has printed but it differs. Y ou can get it by web on social media. Y ou can choose the most
beneficia book for you, science, witty, novel, or whatever by means of searching from it. It isreferred to as
of book Exploiting Online Games: Cheating Massively Distributed Systems. Y ou can include your
knowledge by it. Without departing the printed book, it may add your knowledge and make anyone happier
toread. It ismost critical that, you must aware about reserve. It can bring you from one destination for a
other place.

WillaKilleen:

What is your hobby? Have you heard that question when you got learners? We believe that that query was
given by teacher with their students. Many kinds of hobby, Every individual has different hobby. So you
know that little person such as reading or as examining become their hobby. Y ou need to know that reading
isvery important in addition to book as to be the matter. Book is important thing to incorporate you
knowledge, except your current teacher or lecturer. Y ou discover good news or update with regards to
something by book. Numerous books that can you choose to use be your abject. One of them is actually
Exploiting Online Games. Cheating Massively Distributed Systems.
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